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Tripwire Enterprise Compliance with OT Solutions

AN

American
Water Works
Association

TRIPWIRE®

< |NDUSTRIAL
VISIBILITY TRIPWIRE®

S ENTERPRISE

NORTH AMERICAN ELECTRIC
CLAROTY RELIABILITY CORPORATION

Consolidated view of policy compliance, asset inventory, visibility, and change
reconciliation for IT loT and OT assets




Next step after OT Asset Management: Policy Compliance

Leverage the power of Tripwire Enterprise (TE) & TE + TIV integration
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Bridging IT & OT asset and policy management
Manage TIV (OT) and IT assets in TE

» Includes OT asset make, model & version and robuts additional information

Enables change detection of OT assets in TE console

Customers use TE for compliance, now can use TE+TIV to
apply compliance to OT assets

TE+4TIV integration released late-DEC, not in POC

@ Tripwire Web Console | i Assets View ’ I NDUSTRIAL B
© o VISIBILITY
6 c A Nof 5 t Type I riticality
.mfmm PRISE Home| @
5]
Nodes S &
=l |Manage 4 ¥ | New Gr: @ 2
Q o = & & B RESULTS (22)
(=) @ Tripwire
=] m E NAME P MAC CLASS ¢ TYPE ¢  CRITICALITY ¢ LEVEL
= O Smart Node Groy ,— T 2 - Endpoin
£ Qpr ti Teywo———v— TUTSTOURS TTTTOuT s
© Saved Filters 41 [ Network Device
@ (5 System Tag Sets ) _| Tripwire Data CI)ll. C
O Tag Sets | Tripwire Industrial
& Discovered )TV Asset Nod
88) Unlinked !
& ) Vinual lnhﬂruc(um
."’Em HOME | NODES | RULES | ACTIONS | TAKS | POLICIES | LOG | REPORTS | SETTINGS
| Nodes s  Elem R
QI% rchl%ﬂetls ed b Manage 4 2l
Type: | AName Type Elements
[TIV Asset Node v O £ oo:4 TIV Asset Node 0 TIV CTD Node
| « | O B 10.1.30.1:Card 2 \ Addr 255 TIV Asset Node 0
| Contains v | (0 B0J 10.1.30.1:Card 3\ 192.168.1.2 \ Card 5\ 10.1.30.6 TIV Asset Node 0
‘ O B 10.1.30.3 TIV Asset Node 0
O B3 10.1.30.30 TIV Asset Node 0
IP address: O & 10.1.30.4 TIV Asset Node 0
[Contains v | l O B 10.1.30.8 TIV Asset Node 0
Node make: =
[Contains ] | ] O B 10.1.6.55 TIV Asset Node 0
Node model: O B 10.200.1.153 TIV Asset Node 0
[Contains v | | 1O B 10.200.1.59 TIV Asset Node 0
Node version: O B 10.73.3.42 TIV Asset Node 0
[Contains v [ ) =
ede e s <:| B 172.16.97.54 TIV Asset Node 0
[Contains v [ ] 10 B 172.16.97.90 TIV Asset Node 0
Node custom properties: O B 172.28.32.37 TIV Asset Node 0
Not Applied E (0 B 3.3.3.3 (external) TIV Asset Node 0 m
) B0 4.4.4.4 (external) TIV Asset Node 0



DEMO

Sa, |
3

TP
Ve

{ ks




ripwire + Claroty - Promo

USK LEVEL: MEDIUM #} RISK SCORE: 58
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Hardware + Software as one Cybermeter
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